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A scientific approach to the new field of critical infrastructure protection This book offers a unique scientific
approach to the new field of critical infrastructure protection: it uses network theory, optimization theory,
and simulation software to analyze and understand how infrastructure sectors evolve, where they are
vulnerable, and how they can best be protected. The author demonstrates that infrastructure sectors as diverse
as water, power, energy, telecommunications, and the Internet have remarkably similar structures. This
observation leads to a rigorous approach to vulnerability analysis in all of these sectors. The analyst can then
decide the best way to allocate limited funds to minimize risk, regardless of industry sector. The key question
addressed in this timely book is: What should be protected and how? The author proposes that the answer
lies in allocating a nation's scarce resources to the most critical components of each infra-structure--the so-
called critical nodes. Using network theory as a foundation, readers learn how to identifya small handful of
critical nodes and then allocate resources to reduce or eliminate risk across the entire sector. A
comprehensive set of electronic media is provided on a CD-ROM in the back of the book that supports in-
class and self-tutored instruction. Students can copy these professionally produced audio-video lectures onto
a PC (Microsoft Windows(r) and Apple Macintosh(r) compatible) for repeated viewing at their own pace.
Another unique feature of the book is the open-source software for demonstrating concepts and streamlining
the math needed for vulnerability analysis. Updates, as well as a discussion forum, are available from
www.CHDS.us. This book is essential for all corporate, government agency, and military professionals
tasked with assessingvulnerability and developing and implementing protection systems. In addition, the
book is recommended for upper-level undergraduate and graduate students studying national security,
computing, and other disciplines where infrastructure security is an issue.
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From reader reviews:

Marsha Gleason:

Why don't make it to be your habit? Right now, try to prepare your time to do the important take action, like
looking for your favorite publication and reading a book. Beside you can solve your long lasting problem;
you can add your knowledge by the book entitled Critical Infrastructure Protection in Homeland Security:
Defending a Networked Nation. Try to stumble through book Critical Infrastructure Protection in Homeland
Security: Defending a Networked Nation as your buddy. It means that it can for being your friend when you
sense alone and beside regarding course make you smarter than previously. Yeah, it is very fortuned for
yourself. The book makes you far more confidence because you can know almost everything by the book. So
, let me make new experience in addition to knowledge with this book.

Peggy Dunn:

The e-book untitled Critical Infrastructure Protection in Homeland Security: Defending a Networked Nation
is the book that recommended to you to learn. You can see the quality of the guide content that will be
shown to you. The language that article author use to explained their way of doing something is easily to
understand. The author was did a lot of study when write the book, hence the information that they share for
your requirements is absolutely accurate. You also could get the e-book of Critical Infrastructure Protection
in Homeland Security: Defending a Networked Nation from the publisher to make you far more enjoy free
time.

Steven Evans:

The actual book Critical Infrastructure Protection in Homeland Security: Defending a Networked Nation has
a lot of knowledge on it. So when you check out this book you can get a lot of benefit. The book was
compiled by the very famous author. The author makes some research before write this book. This specific
book very easy to read you can get the point easily after scanning this book.

Calvin Copher:

Reading a reserve make you to get more knowledge as a result. You can take knowledge and information
coming from a book. Book is created or printed or descriptive from each source that filled update of news. In
this modern era like now, many ways to get information are available for you. From media social like
newspaper, magazines, science e-book, encyclopedia, reference book, fresh and comic. You can add your
understanding by that book. Ready to spend your spare time to open your book? Or just looking for the
Critical Infrastructure Protection in Homeland Security: Defending a Networked Nation when you needed it?
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